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Twitter Bot Detection

Twitter bots are Twitter users operated by automated programs.

m We detect them because they pursue malicious goals:

Election interfernece

“Twitter Bots involve in the elections in the United States and
Europe.” WWW’19

“Are ‘bots’ manipulating the 2020 conversation? Here’s what's
changed since 2016.” The Washington Post.

Extreme ideology

“Researchers: Nearly Half Of Accounts Tweeting About
Coronavirus Are Likely Bots.” NPR.

Berger et al., “The Brookings project on US relations with the
Islamic world.”

v
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Task Challenges

Generalization [CIKM 2021]
Different kinds of Twitter Bots

Adaptation [CIKM 2021]
The evolution of Twitter Bots

Community [ASONAM 2021]
Bots attack in groups and seem genuine individually

Disguise [ASONAM 2021]
Bots imitate the behavior and profile of genuine users
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Related Work

Phase 1: feature engineering

User pro le [ICWSM 2011], timeline [IEEE Intel. Systems 2016], URL
redirection [TDSC 2013], mentioned websites [S&P 2011], ef cient
features [AAAI 2020], ...

Phase 2: deep learning

RNN and word embeddings [TPS-ISA 2019], combine RNNs with
features [Information Sciences 2018], GAN [IJCAI 2019],
representation learning [CIKM 2021], ...

Phase 3: graph mining
GCN [WWW 2019], GraphHist [AAAI 2020], relational GNNs
[ASONAM 2021], ...
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However

Previous graph-based approaches fail to leverage heterogeneities of
online social networks!

m Relation heterogeneity
m In uence heterogeneity

m Construction a HIN to represent Twitter
m Propose relation graph transformers
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Overview

m Relational Graph Transformers
m Semantic Attention Networks
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